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New Regulations  - MDR (2021) and IVDR (2022)

● New regulations bring about an increased expectations for all 
types of medical devices including those incorporating software 
and independent Medical Device Software (MDSW)
● New classification rules specific to software 
● Increased PMS and Vigilance 
● Risk Management
● Re-inforcement of the ’lifecycle’ approach to devices
● …
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Guidance on cybersecurity for medical devices –
MDCG 2019-16
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Guidance on cybersecurity for medical devices –
MDCG 2019-16
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Security risk vs safety related risk
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Secure by design and lifecycle approach
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Post–Market Surveillance and Vigilance 
• Post-Market Surveillance of a medical device’s life cycle

qoperation of the device in the intended environment 
q sharing and dissemination of cybersecurity information and 

knowledge of cybersecurity vulnerabilities and threats across multiple 
sectors 

q vulnerability remediation 
q incident response

• Vigilance 
q responsibility for reporting all serious incidents and field safety 

corrective actions (FSCA).
q Field safety notices (FSN) so that to ensure required actions are 

followed and completed in a timely manner.
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Joint Responsibility
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Conclusion


